Date: December 16, 2014
TO: Livingston Parish School District
FROM: Lifetouch National School Studios Inc. (Lifetouch)

Re: Photography Agreement Addendum for Student Data Privacy and Security

As you know, Louisiana enacted in the past legislative session new requirements that govern the disclosure and
use of personally identifiable information of students, as well as contracts between schools and their service providers
entrusted with handling such information. Lifetouch has always taken the confidentiality and security of student data
and images very seriously.

In order to provide efficient delivery of school portraits to your school for distribution to students, certain basic
student information is necessary. Lifetouch handles such information strictly in accordance with the conditions
imposed on “school officials” by the Family Educational Rights in Privacy Act (FERPA). We have also closely
monitored the progress and implementation of recent state legislative activity pertaining to student data. The purpose
of this letter is to assure you that Lifetouch is fully prepared and compliant with La. R.S. 17:3913 and 3996(B)(34),
effective August 1, 2014).

To that effect, this letter, together with the attached FAQ for School Records Custodians, shall serve as an
Addendum to the Photography Agreement between your school and Lifetouch. These documents confirm Lifetouch’s
commitment to meet the requirements of all applicable laws, regulations and school policies, while assisting your
school in its own compliance efforts.

We also want to bring to your attention that Lifetouch offers a secure portal for the transmission of student data
and images to and from your school. The Lifetouch Portal was designed with student data privacy and security in
mind, including the requirements set forth in La. R.S. 17:3913(F). A Lifetouch Portal whitepaper further detailing data
security measures is available on request.

Please feel free to contact your Lifetouch account representative with any questions or concerns about this
important topic. You may also contact the Lifetouch Privacy Office at privacyoffice@lifetouch.com.

LIFETOUCH NATIONAL SCHOOL STUDIOS INC,
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By: By:
Michael Meek Nicole Bienvenu

Title: President & Chief Operating Officer Title: Territory Manager
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Lifetowsh National Schoof Studies tnz. | “Lifgtouch ] fs a trusted provider of sthusi services; praviding portroft and
photagrapfy. services te schonls axd families throughoet Wosth Amedca sinc2 1856, In preperation far Picture
Day, Liferauch requires certalti divactory-type Mformation fram your scheel {"Schoof Data™). o be useq 23
Fotfows:

s Tu produce Bnd delfver to schools the portrait bused praducts and sdivices needed for the school’s
udiniistr utive purposes and/or for usé i the sehoo! yegrbok (the *scheal Serdes tems®); ond

e To deliver Picture Day netices on hehalf of vour schoe! and growide perents of stvaents photegraphed
opportunities to purchase poriraits. '

The following FALis ot intondod to further demapstrote Lifetouch's caramitnent 16 respansiie stawardship of
yourschooi Data,

Whet Schoo! Data does Lifetouch collect?

The Guta we nsed for Piolure Day depends upor he specilic servives srd deliveraules Lilelouch {s providing your schual, We
lirrit Gz lection to only that which is necessary “or an zutnorized schocl papose. We collect basic roster and classraom
infarmaring i1 arvanes of Pictira Day fo ergire & perfact nama-imaga march for aach portrait ard far afficient distribution
witkin tae school. Hf permitted, wa collact pa rente’ email add-asses in order te deliver Fieture Ciay-relatad commun’caticns or
your behalf. Insuch cases, we da not retain or Lse such infarmatian for any ocher purpose Jnless the sarert afirmatively opts ir
to receive updates and premotional offers fran Lifetcuch.

(n additlon, School Data may b Incarperated [hta School Serdce (tems. For exemple, 'f Lifetouch ‘s producing student IG cards,
we need the studen: 1D number to do the job. Schools utimately decide ~ow much, @r how little, information is used '+
producing School Service ltems.

How does Lifetouch use School Data?

Lifetouch uses School Data solely as hecessary ta craate, affer and deliver student Images and school adminlistrative services tc
the schiaol and faTilies of the studen=s. Lifetouch will nz: sell o license such data o cthers. To the extent service providers are
enplayed by L'fezouch to ass'stin fulfilling Lifetoush’s ohligations, we rec uire campliance with stric: contidentizlity and gasurity
reasu-es.

Lifetcuch relains School Dala crly as revessary s0d pereissible W promols the sale of perlieils o parents, la reti'sve he
images o supply picturs arders for the current school vear zrd o suppart the school for an appreved administrative purgose
Ohes slish data is nalangar naeded far these pa-pases, it is seclirely destroyed . While retained, images remain nder | itataL.ch's
zontral and treated az confidentizl infarmatichn,

Whaot about FERPA - does the law aliow disclosure of Schoo! Data to Lifetouch?

Yes, Lifetouch acknowledges its abligetions as a servica provide- to your schocl for student and staff phatography pursuant ta the
federat Family Zducationsl Rightsand Frivacy Ac: (FERF2), 20 U.5.C. §12525 and its imp ementing regulations, 34 CFR part 92, As
such, we affirm that _ifetouch has & egitimasze need for certain Scheel Data to pravide phatographic services and preducts for
the schoal’s administretive needs, Your schaal retalns the aJzhor(ty to cantral Lifstauch’s use of Scheel Cata, (hcluding the Hght
to requite the retamn a- destruction o any School Lata previded to L fetouch st any time.

Additionally, _ifetouen will steive to meat a~y additional cata Fandling raguirements as prescrbed by swete law andfor seacel
dlistrict policies, as long as we are notifie:l of the same prior to disclosure,
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How does Lifetouch protect Schoal Dota?

Lifetouck employs a varisty o° physical, technical and arganizational security measures o kelp protect School Data from
vnauthorized aceess and uise.

Faclllitfes. Lifetouch produces portralts and Schaal Servica [ters within Its awr U.3.-based phota labs, Lifetauch retwark devices
are locstad in arciire datacenter facilities under direct acntral by ifatauch emplayeas. “hese facilitias emplay physical seourity
contrels such as resricted rale-based access, entry Iogs and video monitating.

Networks. Devices storing of providing access to School Dats are protected with the same reultilayered sacurity strategies that
we use La protecl Lifelouc's sersil've and conlider Ual busingss 1ecurds, image dalabeses suppurling ow pholo provessing labs
and websites are saparatec frcm associated data files containing identifias e irformation, and all dztabases are protected by
firawalls, monitzring, vulnerabs ity scanning and euthentication pracadures. We perform regular neswark senetratian testing
and Intrusior pravention mazhotls. Ou- systems enzkle secure transmission of Schedl Data frem and ta the Lifetouch network
with enzryption technelogies,

Farsonnel. Lifetouck's policy 1s ro cdllact, use and dist ose persanal information cnly in ways that zre corsistent with o4”
respect for an individual's priveey.  We requra lifetoach ams oyers to sigh canfidentialify agreaments as a conditich of
empleyrent, and provide training or the appropriate use and handling of School Data, Access to Schoal Cata ie limited to those
who need it to perform thei- jobs, \Ve tace appropriste measures 1o enfarce these polic'es,

Enterprise. A& comprehensive set of T polcies based on 1S 27001/2 governs information systems practices and procedures
thaugholt the Lifetoush enterprise.  As a Level 2 merchart tramsscting over ane millien credlt card transact'ons per year,
Lifetoust is subject ta 3anual third party certification of its carrgliance with the Fayment Card Industry’s Data Security Standare.

Lifetouch 35 greatly eoncerned abotr child safety and we take great pride In our Smilesafe
Kids™ childl safety program. The SmileSafe Kids program wos developed in 2004 in partnership
with.the National Center for Missing amd Exploited Chitdren (NCIEL), to provide ta parents a
pictare 1D cord foi their chitdren Ul might be used by e purent in the event ihe child i
missing. The card is o useful resource for parents. in everyday situations — for example, to
showstare persannel in the event o child hecomes lost while shapping.

Mﬂféqve{, 4n. the. devastating event.of octua! chife. abduction, the SmiledSofe Kids 1D enrd.mey
be used io focifitate 24x7 transfer of a high-quality portrait to NCMEL to assist in search
efforts, but only if requested by the parent and confirmed by low eaforcement that an open
case exists: As.of lune 2014, this program has assisted in the recovery of 51 missing chifdren
and ias been recoghized by privocy authorities os o praisewority exaimple of “Privacy by
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