PHOTOGRAPHY FOR A LIFETIME®
Date: December 16, 2014

TO: Livingston Parish School District

FROM:  Lifetouch National School Studios Inc. (Lifetouch)

Re: Photography Agreement Addendum for Student Data Privacy and Security

As you know, Louisiana enacted in the past legislative session new requirements that govern the disclosure and
use of personally identifiable information of students, as well as contracts between schools and their service providers
entrusted with handling such information. Lifetouch has always taken the confidentiality and security of student data
and images very seriously.

In order to provide efficient delivery of school portraits to your school for distribution to students, certain basic
student information is necessary. Lifetouch handles such information strictly in accordance with the conditions
imposed on “school officials” by the Family Educational Rights in Privacy Act (FERPA). We have also closely
monitored the progress and implementation of recent state legislative activity pertaining to student data. The purpose
of this letter is to assure you that Lifetouch is fully prepared and compliant with La. R.S. 17:3913 and 3996(B)(34),
effective August 1, 2014).

To that effect, this letter, together with the attached FAQ for School Records Custodians, shall serve as an
Addendum to the Photography Agreement between your school and Lifetouch. These documents confirm Lifetouch’s
commitment to meet the requirements of all applicable laws, regulations and school policies, while assisting your
school in its own compliance efforts.

We also want to bring to your attention that Lifetouch offers a secure portal for the transmission of student data
and images to and from your school. The Lifetouch Portal was designed with student data privacy and security in
mind, including the requirements set forth in La. R.S. 17:3913(F). A Lifetouch Portal whitepaper further detailing data
security measures is available on request.

Please feel free to contact your Lifetouch account representative with any questions or concerns about this
important topic. You may also contact the Lifetouch Privacy Office at privacyoffice@lifetouch.com.

LiFETOUCH NATIONAL ScHOOL STUDIOS INC.

By: By:
Michael Meek Nicole Bienvenu
Title: President & Chief Operating Officer Title: Territory Manager
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Lifetewch Nationa! Schood Studies Inc. [ "Lifetouch ¥} is 2 brusted provider of school services, providing pertroft and
photagraphy services fe schools.and famfiies throvgho vt North Amsroa sincs 1838, [n greveration for Ficture
Dy, ffetauch reguires certatn directars-tipe fafarmation fram poir schoo! {"Schoaf Dara®). o be used 2:
fodiaws:

“ Ta produce and deover to sofiaols the portroit based products and sorvices: necded far the schaol's
weiritistrotive purpases asdfonr for use in the sehoo! vearbook (the *Schoc! S=rufcs items® ) ondd

L T dediver Flcture Day netfces on behal of your sohoot and provide porents of sivdents photegnaphed
opgortunitics fo b yrchase partreits.

The following FAGE ore intondod 1o further domeratrate Lifctaueh'’s eammitront 1o fosnonsibie stowsrdship of
pourSchool Rota.

Whot School Doto does Lifetouch collect?

The cala we nzed T Fiolure Day depends upor _he spaoilic servives god delivers oles LiTelouch 75 providing your schoal, We
lirrit co lection to only that whica is necessany “or an cotacrized school parpose. We collect baszic roster and classrocom
infa-mating 4 advance of Pictre Day to aranre a parfact rama-imaga march for each portrait ard for afficient distribrion
within the school. If perrmitted, we collect parents’ email add -eszes in order to deliver Picture Day-relztad commun caticns or
your kehalf. In such casss, we do not retain or use sach infarmazion for any ocher puneose Jaless the 2arert afirmatively cpts i
te reeeive updates and pramaticnal offers fromn Lifetouch.

In addltlon, $cheel Data may be Incarperated Inta School Servize [tems. For exemple, 'f Lifeteuch ‘s producing student IC cards,
we need the student 1D numhber to do the job. Schocls utimately decide. aow moch, or how little, information i uzed v
producing School Sarvice lte s,

How does Lifelouch use School Daia?

Lifetcuch uses Schiol Data salaly as necessary to craate, offer and dellver studant magss and schosl adminlstrathe sevices to
the zchocl and families of the students. Lifetouch will nos sell or licensze such data to cthers. To'the extent service provides are
snplaved by L'feouch to ass'st in fulfilling Lifetouch’s ohligatians, we recuire compliance with stric: confidentizlity a~d security
measu e,

Lilelouch relains School Dala only as necsssary grd perrissible Lo pranolz the sale of porlreils looparenls, loorelbreve be
images o supply gicture orders for the current school vear erd <o support the school for an approved administrative purpose.
Ores suzh data s va longar needad tor thase porposes, it is securely destrened. Whila retained, images remals Lnder | ifatonch’s
zantrol and treated az confidentizl informatizn.

Whiot about FERFPA - does the lnw allow disclosure of Schoo! Data to Lifetouch?

Yes, Lifetouck acknowledges its abligstions as a service provide- to your school for student and staff phatography pursuant to the
federal Family Sducationzl Rigl-ts and Frivace Ac: [FERPA), 20 LL5.C §1232g and its imp ementing resulations, 34 CFF part 9. As
such, we affirrm that _ifetouch has a egitimaze aeed for certain Schecl Cata to provide photog-aphic services and preducts for
rhe schoal's adminstrative needs, Your schoal retalns the g athorlty tocontral Lifetouch’s use of Scheel Gats, Inzluding the rlght
to reguite the reta-n o destruction o any School Liata provided to Lfetouch 2t any time.

Additenally, Jfetoucs will strive to mest ooy additional cota bandling reguirements as prescebed by a2tz law andfor scqoc

district policies, 3s lang as we are notifie:l of the same prior to disclosurs,
m
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How does Lifetouch protect Schoof Data?

Lifetouzk emplovs a variety o physical, technical and arganizational security measures o belp protest School Data from
wnauthorized acoess and use.

Facllitles. Lifetouch produces partralts and Schaal Servics [tems within s owr L.3.-based photo labs, Lifetouc s retwark devices
are lncatad inarcure datacentar facilities under diract contral by lifatoach amplayeas. “hasa facilitias employ physical security
contrzls such as restricted rale-hased access, antny |ogs and video monitaning,

Metworks. Cevices staring of praviding access 1o School Data are protected with the same reolti-layvered sscurity strategies that
we use o prolecl Lilelouws's sersilve and confiderUal basinzss ecords, Irnage dalabases supporlivg our phole processing labs
and wehsites are zeparatec from associated data files containing identifias e irforrmation, and all detabases are protected by

firewalls, monitoring, wulneraki ity scanning and sLthentication procedures. We perform regular ne-wark 2enetration testing
ard Thtresior prevention mathods. Ous svetems enzkle secure transmizsion of Schodl Data from and te the Lifetouch netwoarl

with encryption teshnologies.

Fersonnel  Lifetouck's policy is to collect, use and disc cse personal information cnly in ways that zre carsistent with ou-
respect for an individual’s priveey. Wa requ'ez lifetoach ams oyees toosign canfidentialing agreerents as a conditicn of
ernployrient, and provide training or the appropriate uze and handling of School Data. Arcese to Scheal Cata iz limited to those
who need it to perform thei- jobs, \We ta<e appropriste measures o enforce thess polic'ss,

Enterprise. A comprehensive set of |IT pol'cies based on 152 2700172 governs information systems practices and procedures
tvaugholt the Lifetouzh enterprise. A3 a Level 2 merchart transecting over ane milllen credfit card transactons per year,
Lifetouct iz subject ko a snual third perty certification of its corrgliance with the Payment Card Industnye’s Data Security Standarc.

Lifetouch s greatfy concerned about chifd safety and we take great pride in our Smilesafe
Kids® ciild safety progrom,. The SmileSafe Kids progrom was developed in 2004 in partnership
with the National Center for Missing and Expleited Children (NCIMEL), to provide to parents o
pictare 10 cord for their chifdren Hhat might be used by e parent in the event the child is
missing, The cord is o wseful resowrce for parents in everyday situations — for example, o
show store persannel In the event o child hecomes lost white shapping.

Maoreover, in the dévr:rsmr.iﬂg.everif of cotual child abduction, the Smilebafe Kids 11 cord may
be used to faciltate 24x7 transfer of a high-quality portrait to NCVEC to assist in search
cfforts, but enly if requested by the parent end confirmed by law enforcement that an open
case exisis: As of tune 2013, this program has gssisted fn the recovery of 51 missing chifdren
onnd fras been recognized by privacy authorifies as o profseworihy exomple of "Prfvo‘ag by
Design.”
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